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®I'OC BO mno mHampaenenuto mnoarotoBku 10.03.01 WMuadbopmanmonHas 0e30MacHOCTb,
YTBEPKJACHHOTO MpukazoM MuHoOpHayku ot 17.11.2020 Ne 1427
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1. IlmanupyemMble pe3yabTaThbl 00y4eHUs, COOTHECEHHbIE ¢ IJIAHUPYEeMbIMH Pe3yJIbTaTaMHI
0CBOEHHSI 00pa30BaTeJIbHOI MPOrpaMMbl

OIIK-2.4 CriocobeH mpOoBOANTH ayUT 3aIIUIIEHHOCTH 00beKTa MHGOPMATHU3AIMH B COOTBETCTBUU C
HOPMaTUBHBIMU JIOKYMEHTAMHU

OIIK-2.4.1 3naet TpeboBaHUs, MPEABIBIIEMbIC K 3alIUICHHBIM 00bEKTaM WHPOPMATH3AINN
3uamo:

OIIK-2.4.1/3u1 OcHOBHBIE TEPMUHBI W ONpeneleHus B O0OJaCTH  ayauTa
nH()OPMAITMOHHON 0€30MTaCHOCTH

OIIK-2.4.1/3u2 Knaccudpukamuio W COAEPKAHWE KIIOUEBBIX MEXKIYHAPOAHBIX U
HaIlMOHAJIBHBIX CTAHIAPTOB B chepe nHPOpMaAITMOHHON O0€301MacHOCTH

Ymems:

OIIK-2.4.1/¥YM] AHanu3upoBaTh OPTraHU3ALMOHHYIO CTPYKTYpy M TEXHHUUYECKYIO
JOKYMEHTALMI0 KOMIIAHUU JUJIS INIAHUPOBAHUS ayJUTOPCKOM MPOBEPKU

OIIK-2.4.1/¥YM2 CocTaBisTh aHKEThl M OIPOCHBIC JHMCTHI JUISI MHTEPBBIOMPOBAHUS
COTPYIHMKOB B X0J1¢ cOOpa ayIUuTOPCKUX J0KA3aTEIbCTB

Braoems:

OIIK-2.4.1/HBl HaBbsikamu paboOTBl C HOPMATHBHO-TIPABOBOM JOKYMEHTAITUEH W
CTaHJapTamMH IS BBIABICHUS TPeOOBaHUN, IPUMEHUMBIX K O0BEKTY ayauTa

OIIK-2.4.1/HB2 MeToaukoii mpoBeIcHUS TIPEIBAPUTEIHLHOTO HHTEPBBIO C 3aKA3UYUKOM U
COTPYAHUKAMHU I OTpEeNICHUs TPaHUI] ayIuTa

OIIK-2.4.2 [IpoBOaUT ayauT 3alIUIIIEHHOCTH 00beKTa HH(pOpMaTH3aIun
3name:

OIIK-2.4.2/3u1 IlpuHIMIBI MOCTPOCHUS CHCTEMBl MEHEKMEHTa HH(OPMALMOHHOM
0€30MacHOCTH KaKk 00bEKTa ayauTa

OIIK-2.4.2/352 Dtuyeckue HOPMBI U TPOQecCHOHAIBHBIE CTAaHAAPTHI MOBEACHUS
ayauTopa

Ymems:

OIIK-2.4.2/Ym1 IlpuMeHsSTh TPOCTEHUIINE WHCTPYMEHTHI ISl TIPOBEPKH COOTBETCTBHS
MOJUTUK O€30MacHOCTH M TEXHUYECKHMX HACTPOEK Ha COOTBETCTBHE TpPEeOOBaHUIM
CTaH/apTOB

OIIK-2.4.2/YM2 HHTepripeTupoBaTh pe3ylbTaThl ayauTa U (OPMYIUPOBATH BHIBOABI O
TEKYIIEM COCTOSIHUHU 3aIIUIICHHOCTH HH(POPMALMOHHOW CUCTEMBI

Braoems:
OIIK-2.4.2/HB1 ba3oBbiMU HaBBIKAMH JIOKYMEHTHPOBAHHUS TIpoliecca ayauTa

OIIK-2.4.2/HB2 TexHUKON TMOArOTOBKM (PUHATBHOTO OTYETa IO MTOraM aynauTa,
BKJIIOYAIOIIIETO Pa3/ies C IPAKTUYECKUMU PEKOMEHIAIUSIMU

2. Iloka3aTesin 1 KPUTEPHHU OLCHUBAHUS KOMIIEeTeHIN A

[Inanupyemele YpoBeHb Kpurepuu onennBanus (nepeueHsb chopMUpOBaHHBIX
pe3ynbTaThl OCBOCHUS |OBJIAJICHUS NJIK/3YB 1o ypoBHSIM OCBOCHHS)
MIPOrpaMMBbI




OIIK-2.4 Criocoben
TPOBOIUTD ayIUT
3alUIIEHHOCTH
o0ObeKkTa
uHpOpMaTH3AINH B
COOTBETCTBHH C
HOPMAaTHBHBIMH
JTOKYMEHTaMH

I1oBEBIIIIEHHBIN

MK OIIK-2.4.1 3naet TpeGoBaHus, NpeabsBIsEMbIE K
3alIUIIEHHBIM 00beKTaM WH(POPMAaTH3AINN

3HaTh:
OIIK-2.4.1/311 OCHOBHBIE TEPMHHBI U OTIPEICIICHUS B
oOnacTu ayauTa HHGOPMALMOHHON O€30MacHOCTH

YMmeTs:
OIIK-2.4.1/¥YM] AHanu3upoBaTh OpraHU3alMOHHYIO
CTPYKTYpY U TEXHUYECKYIO IOKyMEHTALMIO0 KOMIIAHUU JJIs1
IUTAHUPOBAHUS ayIMTOPCKON IIPOBEPKU

Bnaners:
OIIK-2.4.1/HB1 HaBbikamu paOoThI ¢
HOPMAaTUBHO-IIPABOBOM TOKyMEHTALUEN U CTaHJapTaMu
JUISL BBISIBIICHHS TPeOOBaHUH, IPUMEHUMBIX K 00BEKTY
ayauTa

NJK OIIK-2.4.2 [IpoBOAUT ayUT 3alIUIIEHHOCTH
0o0BbekTa nHpOopMaTH3aAUN

3HaTh:
OIIK-2.4.2/3u1 IIpuHIMUIBI TOCTPOCHUS CUCTEMBI
MEHEKMEHTa HH()OPMAITMOHHON O€30ITaCHOCTH KaK
o0BeKTa aynura

YMeTh:
OIIK-2.4.2/Ym1 [IpuMeHATHh MpOCTEUIITHE HHCTPYMEHTHI
JUISI IPOBEPKU COOTBETCTBUS MOJIUTHK 0€30MaCHOCTH U
TEXHUYECKHUX HACTPOEK Ha COOTBETCTBUE TPEOOBAHUIM
CTaH/apTOB

Bnanets:
OIIK-2.4.2/HB1 ba3oBbIMU HaBBIKAMH JIOKYMEHTHPOBAHHS
nporecca ayauTa

bazosniit

NJIK OIIK-2.4.1 3naet TpeboBaHMsI, MPEABIBISIEMBIC K
3aIUIIEHHBIM 00beKTaM HH(pOpMaTH3aIun

3HaTh:
OIIK-2.4.1/3u1 OcHOBHBIC TEPMUHBI M OTIPEICIICHUS B
obnacTu ayauTta nHOOPMAIIMOHHON 0€301acHOCTH

YMerTsb:
OIIK-2.4.1/Ym1 AHanu3upoBaTh OpraHU3AIMOHHYIO
CTPYKTYPY U TEXHUYECKYIO TIOKyMEHTAILMIO KOMITAHUU JJIs1
IUTAHUPOBAHUSA ayTUTOPCKON POBEPKU

MK OIIK-2.4.2 IIpoBOANT ayAuT 3aIUILEHHOCTH
o0bekTa HHpOpMaTH3aLUN

3HaTh:
OIIK-2.4.2/3u1 IIpuHIMIBI TOCTPOCHUS CUCTEMBI
MEHEKMEHTa HHPOPMAIIMOHHON O€30ITaCHOCTH KaK
o0beKTa ayanuTa

YMeTs:
OIIK-2.4.2/YMm1 [IpuMeHsATh NpOCTEHIINE HHCTPYMEHTBI
JUISL IPOBEPKU COOTBETCTBUS MOJUTHK O€30MaCHOCTH U
TEXHUYECKHUX HACTPOEK Ha COOTBETCTBUE TPEOOBAHUAM
CTaHJapTOB




IToporossiii MK OIIK-2.4.1 3naet TpeGoBaHus, NpeabsBIsEMbIE K
3alIUIIEHHBIM 00beKTaM WH(POPMAaTH3AINN

3HaTh:
OIIK-2.4.1/311 OCHOBHBIE TEPMHHBI U OTIPEICIICHUS B
oOnacTu ayauTa HHGOPMALMOHHON O€30MacHOCTH

NJK OIIK-2.4.2 [IpoBOAUT ayauT 3alIUIIEHHOCTH
00BbekTa nH(pOopMaTH3aAUN

3HaTh:
OIIK-2.4.2/3u1 ITpuHIMUIBI TOCTPOCHUS CUCTEMBI
MEHEKMEHTa HH()OPMAITMOHHON O€30ITaCHOCTH KakK
o0BeKTa aynura

3. [IIxaja oneHUBAHUSA

OrneHka

Kpurepuu onenuBanus (nepeuensb copmupobanasix NJIK/3VB)

OTIu4HO

OIIK-2.4.1 3naeT TpeOoBaHUs, IPEABIBIICMbIC K 3AIUIIICHHBIM 00bEKTaM
uH(opmaTu3auu
OIIK-2.4.1/3u1 OcHOBHBIC TEPMHUHBI U OTIPEACIICHUS B OOJIACTH ayInTa
nH()OPMAITMOHHON 0€30MTaCHOCTH
OIIK-2.4.1/¥YMm1 AHanu3upoBaTh OpPraHU3AMMOHHYIO CTPYKTYPY U TEXHUYECKYIO
JOKYMEHTAIMIO KOMIIAaHUU JIJIS TNTAHUPOBAHUS ayJUTOPCKOI MPOBEPKU
OIIK-2.4.1/HB1 HaBbikamu paboOThl ¢ HOPMAaTHBHO-TIPABOBOM JIOKYMEHTAIIUEH 1
CTaHAapTamMH IS BBIABICHUS TpeOOBaHUN, IPUMEHUMBIX K OOBEKTY ayauTa
OIIK-2.4.2 [TpoBOAUT ayauT 3alTUIIICHHOCTH 00BbEKTa HH(DOpPMATU3AITUN
OIIK-2.4.2/3u1 IIpuHIMIBI TOCTPOSHUSI CUCTEMBI MEHEPKMEHTA
nH()OPMAITMOHHON 0€30MaCHOCTH KaK OOBEKTa ayIuTa
OIIK-2.4.2/Ym1 [IpuMeHATHh MpoCTEHIITNE HHCTPYMEHTHI /IS POBEPKHU
COOTBETCTBUS MOJIUTUK 0€30MaCHOCTU U TEXHUUYECKUX HACTPOEK Ha COOTBETCTBUE
TpeOOBaHUSIM CTAHJAPTOB
OIIK-2.4.2/HB1 ba3oBbiMU HaBBIKAMH JIOKYMEHTHPOBAHHUS TIpoliecca ayauTa

Xopouio

OIIK-2.4.1 3naet TpeOoBaHUs, IPEABIBISIEMbIC K 3AIUIIICHHBIM 00bEKTaM
uH(popMaTu3auu
OIIK-2.4.1/3u1 OcHOBHBIC TEPMHUHBI U OTIPEACIICHUS B OOJIACTH ayIuTa
nH()OPMAITMOHHON 0€30MTaCHOCTH
OIIK-2.4.1/¥YMm1 AHanu3upoBaTh OpPraHU3AMMOHHYIO CTPYKTYPY U TEXHUYECKYIO
JOKYMEHTAIMIO KOMIIAHUU JIJIS TNTAHUPOBAHUS ayJUTOPCKOI MPOBEPKU
OIIK-2.4.2 [IpoBOAMT ayaHT 3alIMIICHHOCTH 00beKTa HHPOpPMaTH3aIUN
OI1K-2.4.2/311 IIpuHIMIBI TOCTPOCHUS CUCTEMBI MEHEKMEHTA
UH(POPMAITMOHHON 6€30MaCHOCTH KaK 00bEKTa ayauTa
OIIK-2.4.2/YMmI [IpuMeHATh poCcTEHIINe HHCTPYMEHTHI 111 IPOBEPKU
COOTBETCTBUS MOJUTHK O€30MMACHOCTH U TEXHUYECKUX HACTPOEK HA COOTBETCTBHE
TpeOOBaHUSAM CTaHIAPTOB

VYnosneTBopuTe
JIBHO

OIIK-2.4.1 3naeT TpeOoBaHUs, IPEABIBIIEMbIC K 3AITUIIICHHBIM 00bEKTaM
uH(popMaTu3auu
OIIK-2.4.1/3u1 OcHOBHBIC TEPMUHBI U OTIPEACIICHHS B OOJIACTH aynTa
nH()OPMAITMOHHON 0€30MTaCHOCTH

OIIK-2.4.2 [TpoBOAUT ayauT 3alTUIIIEHHOCTH 00bEKTa HH(DOPMATU3AITUN
OIIK-2.4.2/3u1 IIpuHIMIBI TOCTPOSHUSI CUCTEMBI MEHEDKMEHTA
nH()OPMAITMOHHON 0€30MaCHOCTH KaK OOBEKTa ayIuTa




Heynosie- Pesynbrarsl 00yueHust He cOPMUPOBAHBI HAa JOCTATOYHOM YPOBHE
TBOPUTEIBHO

4. KoHTpO/IbHBIE MEPONPUATHSA MO TUCHUILINHE

Bun xonTpoms ®dopma KoHTpos1/OLIEeHOYHOE CPEACTBO

Texywmuii koHTpOonbs | TectupoBanue

[TpomexxyTounas Kypcogas pabora
arrecTauus DK3aMeH
Buj xoHTpOsIsA/ Hcnob3yeMble
Ne HaumenoBanue paszena Kontposnpyem OLICHOYHBIE MATEPHAIbI
n/n bie UJIK . TpoMeKyT.
TEKyHlI/[l/I aTTrecTamus
1 |Teopetnueckue u OIIK-2.4.1 TectupoBanue Kypcosas
OpraHMU3allMOHHO-TIPAaBOBBIE pabora
ocHOBBI aynura b OK3amMeH
2 |Metogomorust mpoBEACHUS OIIK-2.4.1 TecTtupoBaHue KypcoBas
ayIUTOPCKOM MTPOBEPKHU OIIK-2.4.2 pabora
DK3aMeH
3 |Odopmienue pe3ynbraToB u OIIK-2.4.2 TecTtupoBanue Kypcosas
passurue ayaura b pabora
OK3amMeH

S. IlopAaok npoBeAeHUs MPOMEKYTOYHON aTTeCTAlUU

[Topsimok  mpoBeAeHHUS TMPOMEKYTOUHOM  aTTeCTalMM  pPEerIaMeHTUPYETCS  JIOKaJIbHBIMU
HOPMAaTUBHBIMU aKTaMU YHHBEPCUTETA!
- ITlonoxenuemM o Qopmax, MEPUOTUYHOCTH, MOPSAKE TEKYIIEro KOHTPOJS YCIEBAEMOCTH U
MPOMEXKYTOYHON arrecTaliud OOy4aroUIMXcsi MO OCHOBHBIM OOpPa30BaTENIbHBIM MpOrpammam
BBICIIIETO 00pa3oBaHus — IporpamMmmam OakajlaBpuara, mporpamMmam CIEHUalIuTeTa, MporpaMmam
MarucTparypbl B (eaepasbHOM TOCYIapCTBEHHOM OIOIKETHOM 0OOpa30BaTEIbHOM YUPEKIACHUU
BbICIIEro 00pa3oBaHusi «MOCKOBCKHI TOCYIapCTBEHHBI YHHUBEPCHUTET T'€0/Ie3UH U KapTorpadum»,
1.6 «Opranuzaius v NpoBeICHUE MTPOMEKYTOUHOM aTTECTALIUI.
- IlonoxeHneM O MOpsSAKE OCYHIECTBIEHHS OOpa30BaTEIbHOTO MPOIECCa, MPOBEACHUS TEKYILEro
KOHTPOJISL YCIIEBAEMOCTHM M IPOMEXKYTOYHOW arrecraluu OOydyaromuxcsi C MpUMEHEHUEM
AIIEKTPOHHOTO OOy4YeHUs M JHUCTAHIUOHHBIX OOpPa30BaTENbHBIX TEXHOJOTUH B (¢eneparbHOM
TOCYJapCTBEHHOM  OIODKETHOM  OOpa30BAaTE€IbHOM  YUPEXKJACHHH  BBICIIETO  OOpa3oBaHUS
«MOCKOBCKHMI TOCYIapCTBEHHBIM YHUBEPCHUTET Teofe3nu W KapTtorpadum», m.8 «lIpoBenenue
MPOMEXYTOUHOM aTTectanuu ¢ npuMmeHeHuem 30 u JJOT».

IIpomedcymounasn ammecmayus: IK3ameH, 7 cemecmp.

DK3aMeH OIEHUBAETCS 10 MATHOATUTHHON IIIKae:

- 3a4TEHO C OIEHKOW «OTJIMYHO» BBICTABISACTCS, €CIH OOyYaroluiics HMeeT TIIyOoKue,
MCYEPNBIBAIOININE 3HAHUS B 00bEME OCBOCHHOW NPOTrpaMMbl, 3HAHHE OCHOBHOW (00s3aTE€NBHON)
JIATEPATypPbl; NACT NPABUJIbHBIE U YBEPEHHBIE OTBETHI, CBUAECTEIBCTBYIOIIUE O HAJWYUU TBEPIABIX
3HAHWW W HaBBIKOB B HCIOJIb30BAHHM TEXHUYECKHUX CPEICTB; IOJHOE, YETKOE, T'PaMOTHOE U
JOTUYECKH CTPOWHOE W3JIOKEHHE MaTepuana; JAEMOHCTPHPYEeT CBOOOJHOE MPHUMEHEHUE
TEOPETUYECKUX 3HAHUW MPU aHAIU3€E MPAKTUYECKUX BOIIPOCOB;

- 3aUTEHO C OIICHKOM «XOpPOIIO» BBHICTABISAETCS OOydaromeMycss B Cllydae COOIIONEHUS TeX Ke
TpeboBaHUM, HO HAJTMYUU B OTBETE OOYYAIOMIETOCs MO HEKOTOPHIM MEPEYUCICHHBIM MOKa3aTesIM
HEJIOCTATKOB MNPUHUMIIHAIBHOTO XapaKTepa, YTO BbI3BIBAET 3aME4YaHus WJIH [ONPABKU
MpernoaaBarTess;

- 3a4TEHO C OIICHKOH «yIOBIETBOPUTEIILHOY» BHICTABISIECTCS 00yUaroeMycs B ClIy4dae COOMONCHUs




TeX e TpeOOBaHUM, HO B CiIydyae HaJWYMsl B OTBETE OIIMOOK, HEOOXOJUMOCTH CYIECTBEHHOM
MTOMOIIM B BH/JIE TIONIPABOK M HaBOJAIIUX BOIIPOCOB MPEIoaBaTes;

- HE 3a4TEHO («HE YIOBJIETBOPHUTEIBHO») — OOYJAIOIIUIICS HE CMOT OTBETUTH Ha 2/3 BOIPOCOB; HE
CIPAaBWJICS C MPAKTUYECKUM 3aJaHUEM WIIH BBIITOJIHEHO MeHee 50 % MpakTU4eCKUX 3aJaHuu.

Ipomescymounas ammecmayus: Kypcosas paboma, 7 cemecmp.

Kypcosas pabota orieHuBaeTcs 1Mo nsATHOAUIBHON TTKaJIe:

- 3a4TEHO C OIICHKOW «OTIMYHO» BBICTABIISACTCS 3a TIIyOOKUI aHaJIN3 TEMbI, OpPUTHHAIBHBIC BHIBOJIBI
¥ PEKOMEH/AINH, BBICOKOE KAauyeCTBO O(GOPMIICHHS M OTCYTCTBHE OIIMOOK, YOSAUTEIBHYIO 3aIIUTY
paboThI ¢ TIOTHBIM TOHUMAHUEM TEMBI;

- 3aYTEHO C OIICHKOW «XOpOINO» BBICTABISICTCS 3a TMOJHOE BBITIOJHEHUE 3aJaHUs C XOPOIIMM
YPOBHEM aHajM3a, YeTKYI CTPYKTYpY H JIOTUKY M3JIOKEHHs MaTepraia, COOTBETCTBAE OPOPMIICHHS
OCHOBHBIM TPeOOBaHUSM;

- 3a4TEHO C OIEHKOW «YyHOBJIETBOPUTEIHHO» BBICTABIISCTCS 3a BBIOJHEHHWE BCEX 3aJaHUN C
HE3HAYUTEITHHBIMH HEJOCTaTKAMH, HAJIMYHEC OCHOBHBIX pa3/eloB, HO HEJAOCTaTOYHas TITyOHHA
aHanm3a, opopMiieHne paboThI ¢ HEOOJIBITUMHU OITMOKAMHU;

- HE 3auTeHO («HE YIOBIETBOPHUTEIBHO») — BHICTABISIETCS 32 OTCYTCTBUE TEMBI MM HEyMECTHBIN
BHIOOp, HEIMOJHOE BBHIMOJIHEHHE 3alaHui (OTCYTCTBHE KIIOYEBBIX pAa3/ieioB), IJIardar WiIH
OTCYTCTBHE OPUTHHAIBHOCTH, HU3KOE Ka4yeCcTBO oopMiIeHUs (HaApyIIEHUE CTaHAAPTOB).

6. OneHo4YHbBIC MaTepHAJIbl TEKYLET0 KOHTPOJIS

Pazoen 1. Teopemuueckue u op2anu3ayuoHHO-npagogvle ocHoewvl ayouma Ub
Konmponupyemvie MH/IK: OIIK-2.4.1

Tema 1.1. Ilonamue, yenu u 8udbl ayouma uHGOPMayuUoHHoU Oe30nacHocmu
dopma KOHTPOJIs/0LIEHOYHOE CPEeICTBO: TecTupoBaHue
Bomnpocwi/3ananus:
1. Yto sBNIIETCS OCHOBHOM LIEJIBbIO ayiuTa MH(OPMAIIMOHHOM Oe30macHoCTh?

1. HakazaHue cOTpyIHUKOB 3a HapyIICHHUE MOJUTHK O€30TaCHOCTH.

2. Ilomydyenue OOBEKTUBHON OIIEHKH TEKYIEr0 COCTOSHHUS 3alUIICHHOCTH OOBEKTa M €ro
COOTBETCTBUS TPEOOBAHUSM.

3. lemoHcTpanus paboThl CUCTEMBI BUAEOHAOIIONECHUS PYKOBO/ICTBY.

4. [IpuHynuTenbHOEe OOHOBIIEHHE BCEr0 MPOrpaMMHOTO 00€eCIeUeHus.

2. K xakoMy BuAy ayauTa OTHOCHUTCS NpOBEpKa, MPOBOAMMAS COOCTBEHHBIMHU CHIIAMU

opraHu3anuy (MTaTHBIMH CTICIIHAITCTAMM)?
1. BHemHuit ayuT.

2. O0s3aTeNbHBIN ayIuT.

3. BHyTpeHHMI1 ayauT.

4. CeptudUKaIIMOHHBIN ay/IuT.

3. YTo U3 nepeuncieHHoro SBIsSETCS 00bEKTOM ayauTa HH(OOPMAIIMOHHON 0€301acHOCTH?

1. Tonpko anmmapatHoe obecnieuenue (ceppepsi, [1K).

2. Tonbko mporpaMMHOE 00eCTeUeHNE.

3. MudopmanronHasi cucTemMa B IIEJIOM, BKJIIOYas MEpCOHAN, JokyMeHTanuio, [10 u TexHudeckue
CpEICTBa.

4. Tonbko prHAHCOBASI OTYETHOCTD PEIIPUSITHUS.

4. Kakoii crapmapr u3 cepun ISO/IEC 27000 comepxur TpeOOBaHUS K CHUCTEME

MeHe/KMeHTa uHQopMmarmonHoit  O6ezomacHoct  (CMUB) u  wacto wucnonb3yercs — Uis
cepTU(UKAIMOHHOTO ayauTa?
1. ISO/IEC 27002.
2. ISO/IEC 27001.
3. ISO/IEC 27005.
4.1SO 9001.



5. Ha xakoM atare ayauTa paspadbarsiBaeTcs IporpaMma mpoBepKu?
1. Ha »Tane niaHupoBaHMUSI.
2. Ha srame cOopa aHHBIX.
3. Ha »Tame moaroToBKH OTYETA.
4. Ha sTare KOppeKTUPYIOMINX JTCUCTBUMN.

Tema 1.2. Hopwamueno-npasosas 6asa u cmarnoapmsi 6 oonacmu ayouma UB
®dopMa KOHTPOJISI/OTICHOYHOE CPeAICTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Kak B TepMHHONOTMM ayAWTa HAa3bIBAIOTCS 33J0KyMEHTHPOBAHHbBIE CBUIECTEIHCTBA,
MOATBEPKIAIONINE (DAKTHI, MOITYYESHHBIE B XOZ€ MPOBEPKU?
1. MHeHuUs KCIIEepPTOB.
2. [TpeanonoxxeHus: ayguTopa.
3. OOBEeKTHUBHEIE JOKA3aTEIbLCTBA.
4. OGemanus COTPYTHUKOB.

2. UTo 13 mepevrciIeHHOTo siBiisieTcss HopMatuBHBIM IokyMmeHTOoM DCTIOK Poccun B obGmactu
3aImuThl HHOPMALTIH?
1. Hamorosriit konekc PO.
2. TpynoBoii kogekc PO.
3. [Ipuka3z ®CTIK Nel7 «O06 yrBepxaeHun TpeboBanmii 0 3amuTe HHOOPMAITHH...)».
4.TOCT P CO 9001-2015.

3. AymuT Ha COOTBETCTBHE TpPeOOBAHMUSAM 3aKOHOJATENBCTBA O IEPCOHAIBHBIX JAHHBIX
(152-®3) — 370 MIpUMED:
1. Aynuta 3¢ heKTUBHOCTH.
2. Aynuta (MHAHCOBOW OTYETHOCTH.
3. Aynura Ha cooTBeTcTBHE (compliance audit).
4. TexHUYECKOTO ayJIuTa CETEH CBSI3U.

4. Kakoit meton cOopa mHbOpmaIuu moapasymMeBaeT Oecedy ayauTopa C COTPYIHHKAMU
OpraHu3aiuu?
1. Ananu3 1OKyMEHTOB.
. UuTepBBIOMpOBAHUE.
. UHCTpyMeHTallbHOE CKaHUPOBAHKE MTOPTOB.
. PeBepc-uHXUHUPHUHT KOAa.

W N

5. UTo 03HavaeT NOHATHE «YSI3BUMOCThY B KOHTEKCTe aynuta Mb?

. IloTeHIMaNbHYI0 IPUUKUHY WHIHIEHTA, KOTOPYIO CII0XKHO OOHAPYKHTh.

. CnabGoe MecTo B cucTeMe, KOTOPOE MOKET OBITh UCIIOJIB30BaHO JJIsl pEan3alui YIPO3bl.
. CTOMMOCTh BOCCTAHOBJICHUS CUCTEMBI ITOCIIE COOS.

. BBICOKOKBaIM(PUIIMPOBAHHOTO 3JI0yMBIIIICHHUKA.

AW N —

Pa3zoen 2. Memooonozus npoeedenusn ayoumopcKoi npoeepKu
Konmponupyemvie H/IK: OIIK-2.4.1 OIIK-2.4.2

Tema 2.1. Dmanwvi nposedenus ayouma uHGOpMAyUoHHOU HE30NaACHOCMU
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Cxanepsl 0e3omacHoctu (Hampumep, Nessus, MaxPatrol) ucrons3yrores mist:
1. Coznanus pe3epBHBIX KOMUN JaHHBIX.
2. ABTOMaTH4YECKOTO BBISBICHUS TeXHUYECKUX ys3BuMocTeil B [10 u koHuryparmsx.

3. O0y4yeHus COTPYIHHUKOB IPaBHIAM MapOJIbHOM 3aLTUTHI.
4. udpoBaHUs KECTKUX TUCKOB.

2. YTo 1OMKHO COAEPKATHCSI B UTOTOBOM OTYETE IO ayAnuTy?
1. TonbKo TIEpedeHbh OOHAPYKEHHBIX BUPYCOB.



2. BbIBOZIBI O COCTOSIHMM 00BEKTA M PEKOMEHIAIMH [0 YCTPAHEHUIO HEOCTATKOB.
. JInuHble XapakTepucTuKu coTpyaHukoB [ T-otnena.
. [iman pa3BUTHS KOMIIAHUM HA S JIET.

W

3. Kaxkoii npuHIHMI ABJISETCS KIIOYEBBIM JUIsL pabOoThI ayauTopa’?
. JIOATBHOCTB K PYKOBOZICTBY KOMIIAHHUHU.
. HezaBucumocTs 1 00bEKTUBHOCTb.
. CkopocTh IpOBECHUS TPOBEPKH.
. Kommepueckas BbIroa ot mpoBepKHU.

W N =

4. YTO Takoe «aKTUB» B IIpoliecce ayauTa HH(HOPMAIIMOHHON O€301acCHOCTH?
1. JlenexxHbIe CpeCTBA HA CUETAX OpraHU3ALNH.
2. Bcé€, 4To MMeeT HEHHOCTh Ul OpraHu3allMd U HYXKAaeTcs B 3amuTe (MH(OpMaIus, CepBHUCHI,
obopynoBaHue).
3. AKTUBHas O3ULUS COTPYJIHUKOB HA COBEILIAHUSAX.
4. AHTHBHpPYCHOE IPOTPaMMHOE 0OeCIICUeHHE.
5. Kakoii enepanbHblif 3aK0H perynupyer o0paboTKy M 3allMTy MEPCOHAIBHBIX TAHHBIX B
PO?
1. @3 Ne 149 «O6 undopmanuu...».
2. ®3 Ne 152 «O nepcoHaNbHBIX JAHHBIX).
3. @3 Ne 187 «O 6e3onacuoct KNMN».
4. @3 Ne 63 «O0 311eKTpOHHOMN MOATTUCH.

Tema 2.2. Ananu3z puckog kax ochosa ayouma Ub
dopma KOHTPOJIs/0LIEHOYHOE CPeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. B uem pa3zHuiia Mexay ayIuTOM U pacciael0BaHUEM UHIIMICHTA?
1. D10 OIHO M TO XKe€.
2. AyIiT — 3TO MOUCK BUHOBHBIX, PACCIICIOBAHUE — MOUCK YSI3BUMOCTEM.
3. Ayout — 3TO MJjaHOBas MPOBEpPKAa COCTOSHHUS 3alIUIEHHOCTH, paccieloBaHHEe — pPEaKTHUBHOE
MEepOTIpHUSTHE 1O (HAKTY MTPOU3OIICIIIETO COOBITHS.
4. Aynut npoBOAUTCS TOIBKO MOJULIUEH.
2. O11eHKa PUCKOB B XOJI€ ayJIuTa He0OXoauma JIjis:
1. Onpenenenyst TOUHOW JaThl CAEAYIOLIEH POBEPKH.
2. [Ipuopute3anuu peKOMEHIAINI 110 YPOBHIO KPUTUYHOCTH BBISIBICHHBIX ITPOOJIEM.
3. YBenuuenus Owomxera otaena Ub.
4. YBONbHEHUS! HEKOMIIETEHTHBIX COTPYAHHUKOB.

3. K xakomy kiaccy OOBEKTOB HMH(OpMAaTHU3aLUN TPEIBIBISAIOTCS HaWOoOlee CTpOrue
TpeOOBaHUS B COOTBETCTBHHU C 3aKOHOAATeNbCTBOM 0 KM ?
1. Uadopmarmonnsie cucteMbl iepcoHanbHbIX AaHHbIX (UCIIAH).
2. ABTOMaTM3MpPOBAaHHBIE CUCTEMBI YIIpaBJIEHUs TexHojormdeckumu nporeccamu (ACY TII) na
00beKTaxX KPUTHUECKON HH(PPACTPYKTYPHI.
3. OObIyHBIE BEO-CalTHI OpraHU3aIUi.
4. JlokanbHbIE BRIYMCIUTEIbHBIE CETH 0€3 BBIX0/1a B HHTEPHET.
4. Kakoli cTaHIapT COAEPKUT PYKOBOIAILIME YyKa3aHUS [0 IPOBEIEHUIO aylIUTa CHCTEM
MeHekMenTa (Bkiarodas CMUB)?
1. ISO/IEC 27005.
2. ISO 31000.
3.1ISO 19011.
4.TOCT P 34.10-2012.

5. Uto 03HauaeT TEPMUH «HECOOTBETCTBUE» B aAyAUTOPCKOM OTUETE?

1. BoisiBiieHHBIN (akT HapylIEHUs HOPMAaTUBHOTO TPEOOBAHUS WIIH MOJUTHKU.
. [IpennoxkeHre o yay4IIeHuo paboThl.
3. MHeHue aynuTopa, He MOAKPETUICHHOE (DakTaMHu.

[\



4. OtcyTcTBHE Ha paboyeM MeCTe MPOBEPSIEMOTO COTPYIHUKA.

Pa3zoen 3. Ogpopmnenue pezyromamos u pazeumue ayouma Ub
Koumponupyemvie U/IK: OIIK-2.4.2

Tema 3.1. Omuemnas OoKymeHmayus u pazpadomra peKomMeHOayuli no umo2am ayouma
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bompocer/3ananus:
1. Yto nmpoBepsieTcs B IEPBYIO OUEPE/b MPU AyAUTE OPraHU3ALMOHHBIX MEP 3alIUThI?
1. Bepcuu BIOS Ha komnbroTepax.
2. Hanw4ue npuka3oB, UHCTPYKIMNA U TIOJTUTHK 0€30MaCHOCTH, YTBEPKICHHBIX PYKOBOIUTEIEM.
3. Temneparypa B cepBepHOM KOMHATE.
4. Hannune noxapHOi CUTHaIM3alHH.
2. Aynut uHGOPMALMOHHONW 0€30MacHOCTH MO TPEOOBAaHUIO 3aKOHOJATEIHCTBA (HAIPUMED,
st [UC) ssasiercs:
1. JIo6pOBOJIEHBIM.
2. IHUIIMaTUBHEIM.
3. O0s13aTeNTBbHBIM.
4. PexoMeH1aTeIbHBIM.
3. Uro Ttakoe SIEM-cuctembl B KOHTEKCTE ayuTa?
1. Cucrempl Il aBTOMAaTH3aIMKM cOOpa H KOPPENSmUH COOBITHH Oe30macHOCTH (MOTYT
HCIIOJIb30BaThCsl KAK CTOUHUK JAHHBIX JUJIS ayAUTa).
2. TIporpaMmpbl 111 BUACOHAOTIONCHHUS.
3. UHCTpyMEeHTHI 711 TECTUPOBAHMS Ha TPOHUKHOBEHUE.
4. Cuctemsbl mm@poBanus 0a3 TaHHBIX.
4. Tlonmutuka nHGOPMAITMOHHONM O€30MTACHOCTH OTHOCHTCS K:
1. TexHnueCKUM Mepam 3aIUTHI.
2. ®uznyeckuM Mepam 3alIUThL.
3. OpraHu3aiMOHHbBIM (aIMUHUCTPATUBHBIM) MEpPaM 3aILUTHI.
4. Kpunrorpadgudeckum Mepam 3aIyThl.
5. Eciiu B Xozi€ ayiuTa BBISICHWIOCH, YTO MapoOJid 3alMCaHbl HA CTUKEPAaX, MPUKICECHHBIX K
MOHUTOpAaM, 3TO SIBJISETCS:
1. Xopoei mpakTukoi asst ObICTPOro TOCTYTIA.
2. OpraHM3allMOHHON YSI3BUMOCTBIO (HapyIICHUEM MOTUTHKH 0€3011acHOCTH).
3. TpeboBaHuEeM 3proHOMUKH pabodero Mecra.
4. DneMeHTOM JIByX(hakTOpHOU ayTeHTHU(PHUKALINN.

Tema 3.2. Cospemennvie meHOeHYUU U UHCMPYMEHMATbHbLE CPeOCmB8a ayouma
dopma KOHTPOJIs1/0LIEHOYHOE CPeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. B uem 3akirodaercs Lenb KOPPEKTUPYIOLINX AEHCTBUM 110 UTOraM ayauTa?

. B Haka3aHWM OTBETCTBEHHBIX 32 HAPYIIICHHE.

. B ycTpaneHuu BBISBICHHBIX HECOOTBETCTBUI M MMPUYMH UX BOSHUKHOBEHUSI.
. B my6nukaruu otuera 8 CMU.

. B cMeHe pykoBojicTBa OpraHu3aIiym.

W N =

2. UTto moHUMAaETCs MO/ «JIOKHBIM cpabaThIBAHHEM» MPU pabOTe CKaHepa ysI3BUMOCTEH?
. OBHapyskeHHe peabHO CYIIECTBYIONIEH YsI3BUMOCTH.
. COoii B paboTe camoro ckanepa, TpeOyIoIuii mepe3arpy3KH.
. Curyanus, Korja CKaHep yKa3bIBaeT Ha yA3BUMOCTb, KOTOPOIl HA CaMOM JIEJI€ HET.
. YcIrenmHoe oTpaXXxeHHe XaKepCKOM aTaku.

AW N —

3. Kakue nmanHbBIe HEOOXOHMMMO cOOpaTh A UASCHTH(UKAIIMN AKTUBOB Ha TEPBOM JTare
ayaura’?



1. Tonbko IP-agpeca cepBepos.
2. VaBeHTapu3alMOHHBIE AaHHBIE 00 oOopymoBanuu, [10, WHGOPMAIMOHHBIX pecypcax M HX
BJIa/IeTIbIIAX.
3. Homepa munensuit Windows.
4. CIMCOK COTPYAHUKOB, UMEIOLIUX JOCTYN B HUHTEPHET.
4. GRC-cucremsl B oonactu b npennazHaueHs! mis:
1. OOHapy keHHsI XaKepCKUX aTaK B PealbHOM BpPEMEHH.
2. ABroMaru3zauuu ymnpasieHusi compliance (COOTBETCTBHEM), PHUCKAMU M TIOJIUTHUKAMH (YacTo
HCIOJIB3YIOTCS 111 aBTOMATU3ALUN ayJuTa).
3. Hludposanus Tpaduka.
4. bnoKUpOBKH BPEAOHOCHBIX CAUTOB.
5. Kaxkoii ToKkyMeHT ompeenser 1eiu, 00beM U IPaHUIbl ayAUTOPCKON MPOBEPKU?
1. Akt npuema-niepenadu aei.
2. JIOmKHOCTHAS MHCTPYKIIMS ayIUTOPA.
3. IIporpamma ayaura.
4. TpynoBoii 1OTOBOP.

7. OueHOYHbIC MATEPHAJIBI IPOMEKYTOYHOM aTTeCTALMHA

7 cemecmp, JK3ameH
Konmponupyemvie H/IK: OIIK-2.4.1 OIIK-2.4.2
Bomnpocei/3ananus:

1. IlonsaTHe, menu M 3a1auu aynuTa MHQOpMAIMOHHON Oe3omacHOCTH. MecTo ayauTa B
crcTeMe ynpaBieHus: HHPOPMAIIMOHHON 0€30IacHOCThIO OpraHU3aLNH.

2. Bugwsl aymura wuHopmarmoHHOW Oe3omacHOCTH: Kiaccudukaiuys, OCOOCHHOCTH U
KpUTEPHUH BbIICIICHHsI (BHEIITHUM/BHY TPCHHU N, HHUITUATUBHBIN/0053aTeIBHBIH ).

3. OCHOBHBIE OTJIMYUS ayauTa OT MOHUTOpPUHIA CO6BITI/If/’I, pacciacaoBaHusd MHIUACHTOB U
TCCTUPOBAHUSA HAa IPOHUKHOBCHUC.

4. HopmaruBHO-TIpaBoBas 0asza ayauta HH(POpManUOHHOW Oe3omacHocT B Poccuiickoi
®denepanuu: 0030p peneparbHBIX 3aKOHOB.

5. @enepanbubliil 3ak0H Ne 152-03 «O nepcoHalbHBIX JaHHBIX» U €r0 pOJib B NIPOBEIECHUU
ayJMTa 3aIIUIICHHOCTH HHPOPMAITMOHHBIX CUCTEM.

6. ®enepanbubiii 3ak0H No 187-03 «O 0e30MacHOCTH KPUTHUYECKOW HWH(OOPMAIIMOHHON
nHppacTpykTypsl POy»: ocHOBHBIE TpeOOBaHUS U 0COOCHHOCTH aynauTa st 00bekToB K.

7. Cucrema crangaproB ISO/IEC 27000 kak MeTomoioruyeckas OCHOBa —ayauTa
MH(POPMALMOHHON O€30MaCHOCTH.

8. Xapakrepuctrka u obnacte nmpuMenenmsi cranmapra ISO/IEC 27001: tpebGoBaHus K
CMMUB u cepTrdUKaIIMOHHBIN ayIuT.

9. Ponp cranmapra ISO 19011 B mpoBeneHuu ayauTa CHUCTEM MEHEI)KMEHTA, BKIIOUAs
CMUB.



10. Hoxymentsl u metomauku perynsatopoB (PCTIK Poccun, ®Cb Poccumn) B obmactu
TEXHUYECKOM 3aIUThl MHOOPMAIIUU U aTTECTAIIUTN OOBEKTOB.

11. Dransl mpoBeneHUs ayauTa HHPOPMAIMOHHOW OE30MAaCHOCTH: XapaKTePUCTUKA |
cofiepKaHue Ka)kJIoro JTarna.

12. IlnanupoBaHue ayaurta: pa3paboTka MporpaMMbl U IJIaHA ayluTa, ONpeeNiCHHE LeJei,
00JIaCTH U KPUTEPUEB TPOBEPKHU.

13. Ilonarue oObeKTa U CyObeKTa ayauTa HHPOPMAMOHHON Oe3omacHOCTH. TpeboBaHUS K
TpyIIe ayTuTOPOB.

14. Merogsl cOopa wuHPOpMAmMM B XOAE aydWTa: aHaJIM3  JOKyMEHTAIlHH,
MHTEPBBIOMPOBAHNE, HHCTPYMEHTAIbHBIN KOHTPOIIb.

15. Knaccudukanusi akTUBOB OpraHu3allii U MOCTPOCHHUE MOJIETH YTPO3 U HAPYIIUTENS Kak
HavyaJIbHBIN ATall ayIUTOPCKON MPOBEPKH.

16. Ilonatue ysI3BUMOCTH, YIpo3bl M pucka. Ponp aHanmmM3a puUCKOB B ayJuTe
MH(POPMALMOHHON OE€30MaCHOCTH.

17. KauecTBeHHBIC U KOJMYECTBEHHBIC METOJBI OLICHKH PHCKOB: CYIIHOCTbh, TOCTOMHCTBA U
HEIOCTATKH.

18. HMHcTpyMeHTalbHbIE CpEACTBAa ayQuTa: Ha3HAuYeHHE U KiIaccupukanus (CKaHephl
ySI3BUMOCTEH, aHanu3aTopsl npoTokonos, SIEM, GRC).

19. Hasnauenwe u mpuHIUIBI paboThl ckaHepoB Oe3omacHoctu (Nessus, MaxPatrol,
XSpider). UaTepripeTatus pe3yabTaToB CKAHUPOBAHUS.

20. OpraHu3alluOHHBI  ayduT: IIPOBEPKa  OPraHU3aLMOHHO-PACIOPAIUTEIBLHON
JOKYMEHTAIMH (IIOJIUTUKU, UHCTPYKIMH, PETJIAMEHTHI).

21. AyauT TEXHMYECKMX MEp 3alllMThl: MPOBEPKa KOPPEKTHOCTH HACTPOEK MEKCETEBBIX
HKPaHOB, CPEJICTB aHTUBUPYCHOM 3alUTHI M CUCTEM OOHAPY>KEHHUS BTOPKEHUH.

22. Aymur ¢usndeckoil 3amuThl 00bekTa HWHpOpMATH3AIMKU (KOHTPOJIb JOCTYIIA,
BUICOHAONIONCHUE, OXPAHA).

23. Kputepuu oneHku 3¢(HEeKTHBHOCTH Pealn30BaHHBIX MEp 3alUThl HHGOPMAIMN B XOJE
ayauTa.

24. Tlopsimok TOKYMEHTHPOBAaHHUs pEe3yJbTaTOB ayauTa: pabodue 3amucH, MPOTOKOJNBI,
BEIOMOCTH YSA3BUMOCTEM.

25. Crpykrypa W coOAep)XKaHHWE WTOTOBOTO OTYeTa IO ayauTy HWHOOPMAIMOHHON
0€30IMacHOCTH.

26. IlpaBuina onucaHus HECOOTBETCTBUH, 3aMeUaHUi 1 HAOIIOACHUIA B ayTUTOPCKOM OTYETE.



27. Pa3paboTka peKOMEHJAIMi MO pe3yJabTaTaM ayauTa: IMOHATHE KOPPEKTHPYIOUIMX H
MIPEAYNPERAAIONIUX JEHCTBUMN.

28. IlpuHIUIIBI HE3aBUCUMOCTH, OOBEKTUBHOCTH U TPO(HECCHOHAIBHONW ATHUKHU aylIuTOpa B
obnacTu nHGOPMAIMOHHOM 6€30TTacCHOCTH.

29. CoBpeMeHHbIE TeHAEHIMH pa3BuTus aynuta Wb: ocobenHocTn aymuTta 0ONAuHBIX
CEpBUCOB, BUPTYaJbHON HHYPACTPYKTYPBI 1 MOOUIIBHBIX TUIATPOPM.

30. Arrecramus 00bEKTOB MH(POpPMATHU3AIMKA W JIMIICH3UPOBAHUE JIEATEIHHOCTH B 001acTH
3amuThl THGOPMAIMH KaK (DOPMBI TOATBEPIKIACHUS COOTBETCTBUSI.

7 cemecmp, Kypcosasa paboma
Konmponupyemvie H/IK: OIIK-2.4.1 OIIK-2.4.2
Bomnpocei/3ananus:

1. CpaBHUTENBHBIA aHATU3 MEXKIYHApOJHBIX W HALMOHAJBHBIX CTAaHJAPTOB B 00JacTu
aynurta nHdopmarronHoi 6ezonacuoctu (ISO/IEC 27001, TOCT P UCO/M3K 27001, ISO 19011).

2. Metononoruss TpOBEIECHUS BHYTPEHHETO aynuTa WHGOPMAIMOHHONW O€30MacHOCTH Ha
MpEeANPUATHH (Ha TPUMEPE KOMMEPUECKOW OpTraHU3aIliH ).

3. HopMaTuBHO-IIpaBOBOE PETYIUPOBAHUE AyAUTa 3AIIMILIEHHOCTH MEPCOHANIBHBIX JAHHBIX B
cootBeTcTBUH ¢ D3-152 «O nepcoHanbHBIX JaHHBIXY.

4. Pa3paboTka mporpaMMbl aynuta WHGOOPMAIIMOHHONW O€30MMacHOCTH I TOCYIapCTBEHHOM
nHpopmarmonnoii cucremsl (I'NC).

5. OcobeHHOCTH aynuTa 3alUIIEHHOCTH OOBEKTOB KPUTHYECKOW HH(POPMAITMOHHON
undpactpykrypsl (KUWN) B coorBercTBUN ¢ O3-187.

6. Meronbl W WHCTPYMEHTHI cOOpa JOKa3aTelbHOW 0a3bl MPU TPOBEICHUM ayduTa
nH(pOpPMAITMOHHON 0€30MTaCHOCTH.

7. Ponb M MecTO OLIGHKM DUCKOB B TIpolecce ayauTa HMH(POPMAIMOHHOW Oe30MacHOCTH:
CPAaBHUTEJIbHBIN aHAJIN3 METOIUK.

8. Pa3paboTka dek-nucta (OMPOCHOTO JINCTA) NJIsi MPOBEACHHUS aylIuTa OpPraHU3alMOHHBIX
Mep 3aluThl HHPOPMAITUH.

9. Amnanu3 TUNOBBIX HApyWIEHUH M yI3BUMOCTEM, BBIABISIEMBIX B XOA€ ayduTa
MH(POPMALIMOHHBIX CHCTEM MAJIOTO U CpeAHero Ou3Heca.

10. MHCTpyMEHTAIBHBIC CPEICTBA ayAUTa: CPABHUTEIBHBIM aHAIN3 CKaHEPOB 0€30MMacCHOCTH
(MaxPatrol, Nessus, XSpider).

11. MeTtoauka aynuTa HaCTPOEK MEKCETEBBIX SKPAHOB M CPENICTB 3aLUTHI IEPUMETPA CETH.

12. AyauT TOJIMTHK TApOJbHOM 3aIlUTBl M AyTCHTU(QUKAIMM B  KOPIOPATUBHBIX
MH(POPMALIMOHHBIX CUCTEMAX.



13. OcoGennoctu aymuta cucteMm oOHapyxkeHus Bropxkeruid (IDS/IPS) wu ouenku
3¢ (HEeKTUBHOCTH UX PAOOTEHI.

14. Paspaborka mporpamMmbl ayauTa (U3HYECKOW 3aliuThl O0beKkTa HHGOPMATH3AINI
(KOHTPOJIb TOCTYTIA, BUICOHAOIIOCHUE, OXPaHAa).

15. Meronuka ayqura aHTUBUPYCHOM 3alllUThI B paCIPEEIIEHHBIX KOPIIOPATUBHBIX CETAX.

16. AHanM3 COOTBETCTBHS CUCTEMBI 3aIUTHI HH(popMalu TpedoBanusm crangapta ISO/IEC
27002: mpakTU4ECKUE aCIEKTHI.

17. Pa3zpaboTka CTpYKTypbl U COAEPIKAHUS MUTOTOBOTO OTYETA MO ayAuTy HH(POPMAIMOHHOMN
0€30IMacHOCTH.

18. Meroasl MOKYMEHTUPOBaHHMS HECOOTBETCTBHA M (OPMHUPOBAHUS KOPPEKTUPYIOIIUX
JEUCTBUM I10 pe3y/bTaTaM ayInuTa.

19. Aynutr wmHopmarmoHHOW Oe30macHOCTH TpH 00pabOTKe MEPCOHANBHBIX JIaHHBIX B
MEIUITUHCKHUX YUPEKICHHSIX.

20. OcoOeHHOCTH TPOBEACHUS ayluTa 3allUIIEHHOCTH AaBTOMATU3UPOBAHHBIX CHUCTEM
yIpaBsieHus TexHojaornueckumu npoueccamu (ACY TII).

21. CpaBHUTEIBHBIN aHATU3 MOAXOJOB K ayauTy oOmadHbix cepBucoB (laaS, PaaS, SaaS) u
TPaIUIIMOHHON HH(PPACTPYKTYPHI.

22. Ponp GRC-cuctem B aBTOMaTH3alMy IPOLECCOB ayauTa U YIPABIEHUS COOTBETCTBUEM
TpeboBanusim Ub.

23. [IpaBoBbIC M STUYECKHUE ACTICKTHI JIEATEILHOCTH ayuTOpa B 00JaCTH MH(GOPMAIIMOHHON
0€30IMacHOCTH.

24. Pa3pa0oTKa METOIMKH ayIHTa PE3epPBHOIO KOIMPOBAHMS M BOCCTAHOBICHHS JAaHHBIX B
YpE3BbIYaNHBIX CUTYALMX.

25. AyIuT 3alIMIIEHHOCTH BEO-TIPUIIOKESHUI: METO/IbI, HHCTPYMEHTHI U KPUTEPUH OIICHKH.

26. AHanu3 TUIOBBIX HAPYUIEHUM, BBISBIAEMBIX MPHU MPOBEPKE CHUCTEM SJIEKTPOHHOTO
JIOKyMEHTO000poTa.

27. OcobeHHOCTH aynuTa MHPOPMAIIMOHHOW 0€30IMaCHOCTH B KpEAUTHO-PUHAHCOBOH cepe
(crangaptel banka Poccun).

28. PaspaboTka TutaHa KOPPEKTHUPYIOIMIMX MEPONPHUATHH 10 YCTPAaHEHHUIO HEIOCTaTKOB,
BBISIBJICHHBIX B X0/1€ aynuta Ub.

29. Metonuka TNpOBENCHMUSA ayAuTa Ha JTarne BBOoJAa HMH(OPMAIMOHHON CHUCTEMBI B
JKCIUTyaTalyIo (IEPBUYHBIN aylnT).

30. CpaBHHTENBHBIN aHAIN3 TOIXOM0B K OIleHKe A(()EKTUBHOCTH 3aTpaT Ha OOECIECUCHHE
nH(pOpMAITMOHHONW O€30MTaCHOCTH T10 pe3yiIbTaTaM ay/IuTa.
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